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Executive Summary 
Security employees with the right skills are in high demand from 
organizations’ enterprise security functions. In Forrester Analytics’ Global 
Business Technographics® Security Survey, 2018, decision makers 
indicated that security operations (39%) and threat intelligence (26%) skills 
are two of the most important yet lacking skills in their organizations.1 
Organizations that have security employees with these crucial skills need 
to take the right steps to maximize their efficiency to do more with fewer 
resources in an increasingly complicated threat landscape. 

IBM Security provides an application for its QRadar SIEM (security 
information and event management) platform, Advisor with Watson, which 
provides security analysts with the AI capabilities of IBM Watson to 
automate routine security operations center (SOC) tasks and improve the 
efficiency of threat prioritization, investigation, and eventual escalation.  

IBM Security commissioned Forrester Consulting to conduct a Total 
Economic Impact™ (TEI) study and examine the potential return on 
investment (ROI) enterprises may realize by deploying QRadar Advisor 
with Watson. The purpose of this study is to provide readers with a 
framework to evaluate the potential financial impact of the Advisor with 
Watson application for QRadar on their organizations. To better 
understand the benefits, costs, and risks associated with this investment, 
Forrester interviewed one customer with several years of experience using 
QRadar Advisor with Watson.  

Prior to using QRadar Advisor with Watson, the interviewed organization 
struggled to keep up with the volume of threats it was alerted to. A lengthy 
investigation process and a shortage of analysts resulted in potentially 
consequential threats going uninvestigated and unaddressed. 

After deploying QRadar Advisor with Watson, the organization reduced its 
threat investigation process from hours to minutes. The organization could 
conduct more investigations while SOC analysts could also focus on 
proactive tasks to drive better protection for the organization.  

Key Findings 

Quantified benefits. The interviewed organization experienced the 
following risk-adjusted present value (PV) quantified benefits: 

› SOC analyst productivity savings of $1.8 million. By automating the 
previously manual and cumbersome tasks associated with threat 
investigations, the interviewed organization decreased its threat 
investigation duration from 4 hours to under 20 minutes, on average. 
This freed up nearly 50% of the working hours that SOC analysts were 
spending on investigations, allowing them to focus on other proactive 
security tasks. The organization was also able to avoid future hires in the 
SOC by assigning level-one investigation overflow to its network 
operations center (NOC) analysts. 

› Avoided outsourcing fees for investigations of $126,829. Prior to 
leveraging QRadar with Watson, the interviewed organization 
outsourced level-two and -three investigations to a managed service 
provider. With the increased efficiency in the SOC, its senior SOC 
analysts managed them in-house. 

Key Benefits 
 

 
 
SOC analyst productivity savings 
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› Improved organizational security of $651,936. As a result of the 
decreased mean threat investigation time and onboarding of the NOC 
staff to assist with lower-level investigations, the interviewed 
organization increased its yearly investigations from around 1,800 to 
over 7,000. Prior to adding Advisor with Watson to QRadar, these 
additional threats would have gone uninvestigated and unaddressed. 
These net-new investigations reduce the threat of a serious security 
breach by 8%. 

Unquantified benefit. The interviewed organization experienced the 
following benefit, which is not quantified for this study:  

› Professional development for security and network operations 
staff. The productivity improvements gave both the security operations 
and the network operations staff the time to focus on career-building 
tasks. The interviewee noted that the NOC personnel started building 
threat identification skills, while the SOC personnel became more adept 
at higher-level threat investigations. 

Costs. The interviewed organization experienced the following risk-
adjusted PV costs: 

› Fees to IBM Security. The interviewed organization incurred software 
license fees for QRadar Advisor with Watson for a three-year present 
value of $198,948. 

› Fees paid for external threat intelligence resources. The 
organization’s SOC and NOC analysts used several external threat 
intelligence resources in conjunction with QRadar Advisor with Watson 
to generate additional learning loops for Watson. This allowed them to 
generate more benefit from Advisor with Watson’s machine learning 
capabilities. These services cost the organization a three-year present 
value of $273,554. 

› Resource cost for implementation and training. To get the most out 
of the QRadar Advisor with Watson investment, the interviewed 
organization put considerable personnel hours into configuration, 
implementation, and training for the SOC and NOC staff over the 12-
month deployment period. These personnel hours cost the organization 
a three-year present value of $346,785. 

Forrester’s interview with an existing customer and subsequent financial 
analysis found that the interviewed organization experienced benefits of 
$2.5 million over three years versus costs of $819,287, adding up to a net 
present value (NPV) of $1.7 million and an ROI of 210%. 
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TEI Framework And Methodology 

From the information provided in the interview, Forrester has constructed a 
Total Economic Impact™ (TEI) framework for those organizations 
considering implementing IBM QRadar Advisor with Watson. 

The objective of the framework is to identify the cost, benefit, flexibility, and 
risk factors that affect the investment decision. Forrester took a multistep 
approach to evaluate the impact that IBM QRadar Advisor with Watson can 
have on an organization: 

DUE DILIGENCE 
Interviewed IBM Security stakeholders and Forrester analysts to gather 
data relative to IBM QRadar Advisor with Watson. 

CUSTOMER INTERVIEW 
Interviewed one organization using IBM QRadar Advisor with Watson to 
obtain data with respect to costs, benefits, and risks. 

FINANCIAL MODEL FRAMEWORK 
Constructed a financial model representative of the interview using the 
TEI methodology and risk-adjusted the financial model based on issues 
and concerns of the interviewed organization. 

CASE STUDY 
Employed four fundamental elements of TEI in modeling IBM QRadar 
Advisor with Watson’s impact: benefits, costs, flexibility, and risks. Given 
the increasing sophistication that enterprises have regarding ROI 
analyses related to IT investments, Forrester’s TEI methodology serves to 
provide a complete picture of the total economic impact of purchase 
decisions. Please see Appendix A for additional information on the TEI 
methodology. 

 
 

The TEI methodology 

helps companies 

demonstrate, justify, 

and realize the 

tangible value of IT 

initiatives to both 

senior management 

and other key 

business 

stakeholders. 

DISCLOSURES 

Readers should be aware of the following: 

This study is commissioned by IBM Security and delivered by Forrester 

Consulting. It is not meant to be used as a competitive analysis. 

Forrester makes no assumptions as to the potential ROI that other 

organizations will receive. Forrester strongly advises that readers use their own 

estimates within the framework provided in the report to determine the 

appropriateness of an investment in IBM QRadar Advisor with Watson. 

IBM Security reviewed and provided feedback to Forrester, but Forrester 

maintains editorial control over the study and its findings and does not accept 

changes to the study that contradict Forrester’s findings or obscure the 

meaning of the study. 

IBM Security provided the customer name for the interview but did not 

participate in the interview. 
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The IBM QRadar Advisor with Watson 
Customer Journey 
BEFORE AND AFTER THE IBM QRADAR ADVISOR WITH WATSON 
INVESTMENT 

Interviewed Organization 

For this study, Forrester interviewed an IBM QRadar Advisor with 
Watson customer: 

› Forrester conducted the interview with one senior member of the 
enterprise security team who has both operation and individual 
contribution responsibilities on the security team. 

› The interviewed organization is a global technology solutions provider 
with headquarters in the United States. In FY 2018, the organization 
reported over $19 billion in revenue and had over 15,000 employees 
around the world. 

› The organization has been using IBM QRadar as its security event and 
information management platform for several years prior to adding the 
Advisor with Watson functionality. It is currently on version 7.31 with 
plans to update to 7.32 by the time of publication. 

› The organization deployed QRadar Advisor with Watson after 
participating in a 12-month beta program with IBM Security. The 
interviewed organization is currently on version 1.16 with plans to 
move to version 2.0. 

› The team using QRadar Advisor with Watson includes 24 staff 
members in both the SOC and NOC. 

Key Challenges 

The interviewed organization shared the following challenges leading up 
to its decision to implement QRadar Advisor with Watson: 

› The threat investigation process was lengthy and cumbersome. 
Manual investigation tasks like log reviews and external threat 
research drove up the average time analysts spent investigating each 
threat. The interviewee told Forrester: “Each threat investigation took 
anywhere from 4 hours to several weeks. We had a few that went into 
the month timeframe.” This limited the analysts’ ability to hunt for 
threats or take other proactive steps to improve organizational security. 

› The enterprise security team was overutilized. The organization’s 
security operations center analysts were spending an inordinate 
amount of their days on threat investigation. The interviewee estimated 
that analysts would spend about 65% of their working hours on 
investigation tasks alone. 

› Remediation efforts for threats often came late. As a result of the 
cumbersome investigation process, the security team was unable to 
consistently move from investigation tasks to remediation in a timely 
manner. This further exposed organization to security risks. 

“We were looking for a solution 

to help reduce the time to 

complete an investigation so 

we could push those threats 

over to remediation and 

mitigation cycles.” 

Senior enterprise security analyst, 

technology solutions 

“With the size of our team, 

threat investigation was 

consuming nearly all of our 

time. We spent 65% of our 

time on investigations.” 

Senior enterprise security analyst, 

technology solutions 
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› Security threats went unaddressed. The volume of threats that 
faced the organization was far greater than the current capacity to 
investigate them. Threat prioritization was also a challenge for the 
SOC analysts as a result of the volume.  

Solution Requirements 

The interviewed organization searched for a solution that could: 

› Interact with the QRadar environment and other security tools currently 
in use by the security team. 

› Be intuitive enough for junior security staff to use and become 
proficient with. 

Key Results 

The interview revealed several key results from the IBM QRadar Advisor 
with Watson investment:  

› Automated investigations. QRadar Advisor with Watson allowed the 
organization to automate the lengthy and repetitive tasks associated 
with threat prioritization and investigation, which decreased the 
average investigation time from several hours to several minutes. 

› Expanded the breadth of investigated threats. With a decreasing 
amount of time spent on each individual investigation, the organization 
was able to investigate more, previously uninvestigated threats within 
the same time span. 

› Engaged the network operations center (NOC) to handle 
investigation overflow. The intuitive functionality of QRadar Advisor 
with Watson allowed the organization to multipurpose its network 
operations center personnel (with little formal security training) to assist 
with level-one threat investigation. By enlisting the support of the NOC, 
the SOC personnel were able to free up time to focus on higher-level 
investigations and proactive threat identification. 

› Empowered SOC analysts to be proactive. With less time spent 
bogged down investigating lower-level threats, the SOC analysts were 
able to proactively search for higher-level threats. The interviewee 
noted that the organization is simply better protected against 
vulnerabilities and threats as a result. 

 

“Even some of the most 

complicated queries that we 

run against Watson will come 

back within 3 to 4 minutes.”  

Senior enterprise security analyst, 

technology solutions 
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The table above shows the total of all 
benefits across the areas listed below, 
as well as present values (PVs) 
discounted at 10%. Over three years, 
the interviewed organization expects 
risk-adjusted total benefits to be a PV 
of more than $2.5 million. 

Analysis Of Benefits 
QUANTIFIED BENEFIT DATA 

 

SOC Analyst Productivity Savings 

The interviewee told Forrester that analyst productivity was the most 
significant pain point the organization hoped to alleviate with QRadar 
Advisor with Watson. Each investigation took analysts far too long to 
conduct, draining resources and limiting time for proactive activities.  

With security talent in short supply, the organization needed to find a way 
to free up its SOC analysts, especially its more senior staff, from 
investigation and prioritization tasks so they could focus on proactive 
security tasks that would improve the organization’s overall security 
posture. The interviewee told Forrester: 

› The lack of a structured search and prioritization process forced 
analysts to spend time researching threats early in the investigation 
process. 

› Each threat investigation took analysts an average of 4 hours per 
investigation, with some investigations taking several weeks. 

› SOC analysts spent 65% of their days investigating threats, the 
majority of which were level-one threats. 

› Lengthy investigation cycles delayed threat remediation efforts, risking 
rising dwell times for threats or threat actors. 

After adding Advisor with Watson to QRadar, the organization realized 
an immediate positive impact on SOC analyst productivity. The intuitive 
Watson for Cyber Security search functionality allowed analysts to 
automate prioritization and greatly reduced the time required to research 
threats and complete investigations.  

One of the most significant benefits was the flexibility to involve the NOC 
staff to assist with level-one threat investigation overflow. Given the 
intuitiveness of Advisor with Watson, the organization was able to have 
NOC personnel, with little to no formal security training, take on the 
majority of the level-one threat investigations from the SOC. The 
increased investigation capacity from the NOC also allowed the 
organization to avoid hiring additional SOC personnel. The interviewee 
told Forrester: “Yes, we have been able to avoid hiring analysts as a 
result of Advisor.” 

  
The interviewed 

organization’s SOC analysts 

reclaimed 50% of their time 

that was previously spent on 

manual SOC tasks. 

Total Benefits 

REF. BENEFIT YEAR 1 YEAR 2 YEAR 3 TOTAL 
PRESENT 
VALUE 

Atr 
SOC analyst productivity 
savings 

$455,760  $725,760  $995,760  $2,177,280  $1,762,258  

Btr 
Avoided outsourcing fees for 
investigations 

$51,000  $51,000  $51,000  $153,000  $126,829  

Ctr 
Improved organizational 
security 

$247,040  $262,851  $279,673  $789,564  $651,936  

  Total benefits (risk-adjusted) $753,800  $1,039,611  $1,326,433  $3,119,844  $2,541,023  

 

“We’re leveraging one of our 

NOC centers for investigations 

with Watson. These people are 

network operations people. 

They were not security trained. 

Our team just needed to write a 

quick playbook for them.” 

Senior enterprise security analyst, 

technology solutions 
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› After implementing QRadar Advisor with Watson, the average 
investigation length decreased to under 10 minutes, down from 4 hours 
prior. 

› The total time SOC analysts spend on investigations decreased from 
65% of their total working hours to 15%. The allowed the SOC analysts 
with formal security training to focus on higher-level threat 
investigations and proactive security measures for the organization. 

› The organization avoided hiring up to nine analysts over three years by 
assigning threat investigation tasks to NOC staff. 

For the financial model, Forrester assumes: 

› The fully burdened SOC analyst salary is $100,000; the fully burdened 
NOC analyst salary is $62,000. 

› SOC analysts will use 75% of their reclaimed working hours to 
contribute to other value-adding tasks within the SOC. 

› NOC analysts will use 30% of their total working time on threat 
investigation. 

This benefit will vary based on: 

› The skill and competency of an organization’s SOC personnel. 

› The configuration of an organization’s QRadar environment to leverage 
Advisor with Watson to its full potential.  

› The availability of quality threat intelligence feeds. 

To account for these risks, Forrester adjusted this benefit downward by 
10%, yielding a three-year risk-adjusted total PV of $1.8 million. 

 

Avoided Outsourcing Fees For Investigations  

Higher-level threat investigations proved to be a challenge for the 

SOC Analyst Productivity Savings: Calculation Table 

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3 

A1 Total number of SOC analysts Interview 6 6 6 

A2 Percentage of SOC analysts’ days saved  (65%-15%) 50% 50% 50% 

A3 Productivity capture   75% 75% 75% 

A4 Avoided hires in the SOC Interview 3 6 9 

A5 Annual salary for SOC analyst  $100,000  $100,000  $100,000  

A6 Annual salary for NOC analyst  $62,000  $62,000  $62,000  

A7 
Percentage of total NOC analyst time per day 
spent on investigations 

Interview 30% 30% 30% 

A8 Savings on investigation labor (A4*A5)-(A6*A7) $281,400  $581,400  $881,400  

At SOC analyst productivity savings 
(A1*A2*A3*A5)+
A8 

$506,400  $806,400  $1,106,400  

  Risk adjustment ↓10%      

Atr 
SOC analyst productivity savings (risk-
adjusted) 

  $455,760  $725,760  $995,760  

 

 

Threat investigations 

decreased from an 

average of 4 hours to 10 

minutes with QRadar 

Advisor with Watson. 

“Without QRadar Advisor, our 

team simply wouldn’t be able 

to field and address the 

volume of security alerts that 

are occurring on a daily basis.” 

Senior enterprise security analyst, 

technology solutions 
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Impact risk is the risk that the business 
or technology needs of the 
organization may not be met by the 
investment, resulting in lower overall 
total benefits. The greater the 
uncertainty, the wider the potential 
range of outcomes for benefit 
estimates. 

organization given the capacity constraints of its more seasoned SOC 
personnel. Analysts dedicated considerable amounts of time to low-level 
investigations, leaving higher-level threats uninvestigated. To alleviate 
this, the organization considered outsourcing higher-level investigations 
to a managed security service provider (MSSP), as other firms with 
similar challenges have reported to Forrester.2 However, the interviewee 
admitted that this was an inherently flawed solution, as once the threats 
had been investigated, remediation responsibility would still be on the 
enterprise security team. The interviewee told Forrester: “Instead of 
having onsite level-three personnel, we looked to outsource to a 
managed security service provider who has the folks who can look at 
higher-level investigations on staff. However, the investigations come 
back into the organization for the remediation.” This also risked a time 
gap between investigation and remediation during the communication 
process between the organization and the MSSP.  

For the financial model, Forrester assumes that:  

› The organization would pay a managed service provider $60,000 per 
year for higher-level threat investigation. 

This benefit will vary based on:  

› The capacity of the enterprise security organization to address threat 
investigation.  

› The availability of skilled SOC analysts to investigate higher-level 
threats.  

To account for these risks, Forrester adjusted this benefit downward by 
15%, yielding a three-year risk-adjusted total PV of $126,829.  

 

Improved Organizational Security 

Before implementing QRadar Advisor with Watson, the volume of threats 
faced by the organization greatly outweighed its enterprise security 
team’s capacity to investigate them. As a result, potentially critical 
security threats would go uninvestigated and unaddressed, exposing the 
organization to great risk. 

› The interviewee told Forrester that the enterprise security team only 
had the capacity to thoroughly investigate about five threats per day as 
a result of the lengthy investigation process. 

As the average length per investigation decreased after deploying 
QRadar Advisor with Watson, the organization’s capacity to investigate 
more threats in the same time span greatly increased. With the NOC 
staff also using Watson for Cyber Security to assist the SOC staff on 
overflow investigations, the senior SOC analysts could focus on threat 
hunting and higher-level investigations, driving superior proactive 

Avoided Outsourcing Fees For Investigations: Calculation Table 

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3 

B1 
Avoided outsourcing for level 2 and 3 
investigations 

Interview $60,000  $60,000  $60,000  

Bt Avoided outsourcing fees for investigations   $60,000  $60,000  $60,000  

  Risk adjustment ↓15%       

Btr 
Avoided outsourcing fees for investigations 
(risk-adjusted) 

  $51,000  $51,000  $51,000  

 
Over 7,000 additional 

threats per year 

investigated using 

QRadar Advisor with 

Watson 
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protection for the organization. The interviewee told Forrester: “We feel 
we’ve reduced our chance of a data breach with Advisor [with Watson].” 

› After implementing Advisor with Watson to QRadar, the interviewee 
told Forrester that the organization’s capacity to investigate threats 
was between 25 and 50 investigations per day (up from five). 

› Over the course of a full year, the organization is able to conduct over 
7,000 net-new threat investigations that would otherwise be ignored. 

› The organization’s risk of a significant breach resulting from an 
uninvestigated threat has been reduced by 8%. 

For the financial model, Forrester assumes: 

› The average cost of a security breach is $3.86 million per the 2018 
Ponemon Institute survey.3 

› The average cost of a data breach increases at 6.4% per year. 

This benefit will vary based on:  

› The tuning and strictness of an organization’s QRadar threat 
intelligence configuration.  

› The availability of quality threat intelligence feeds. 

› The skill and competency of an organization’s enterprise security 
personnel. 

To account for these risks, Forrester adjusted this benefit downward by 
20%, yielding a three-year risk-adjusted total PV of $651,936.  

 
  

Improved Organizational Security: Calculation Table 

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3 

C1 Average cost of a data breach 
Increasing at 
6.4% per year 

$3,860,000  $4,107,040  $4,369,891  

C2 
Reduction in chance of breach with QRadar 
Advisor with Watson 

  8% 8% 8% 

Ct Improved organizational security C1*C2 $308,800  $328,563  $349,591  

  Risk adjustment ↓20%       

Ctr Improved organizational security (risk-adjusted)   $247,040  $262,851  $279,673  

 

“We feel we’ve reduced our 

chance of a data breach with 

Advisor [with Watson].”  

Senior enterprise security analyst, 

technology solutions 
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Flexibility, as defined by TEI, 
represents an investment in additional 
capacity or capability that could be 
turned into business benefit for a future 
additional investment. This provides an 
organization with the "right" or the 
ability to engage in future initiatives but 
not the obligation to do so. 

Unquantified Benefit 

The interviewee discussed one key benefit that he was unable to 
quantify for this study: 

› Professional development for security and network operations 
staff. The productivity improvements across the interviewed 
organization allowed both the security operations and the network 
operations staff to focus on career-building tasks, which would not 
have been possible without implementing QRadar Advisor with 
Watson. The interviewee noted that the SOC personnel were able to 
focus on building threat identification skills, while the SOC personnel 
were gradually becoming more adept at higher-level threat 
investigations: “We’re planning to expand our security operations 
center and start training personnel to become level-two and level-three 
threat hunters.” While it was not explicitly stated by the interviewee, 
Forrester’s research notes a relationship between employee job 
satisfaction and employee retention, which may save the organization 
on employee attrition (hiring, training).4 

Flexibility  

The value of flexibility is clearly unique to each customer, and the 
measure of its value varies from organization to organization. There are 
multiple scenarios in which a customer might choose to implement 
QRadar Advisor with Watson and later realize additional uses and 
business opportunities, including:  

› Expanding the capabilities of QRadar Advisor with Watson on 
version 2.0. The interviewee cited an organizational plan to transition 
to QRadar Advisor with Watson version 2.0 to take advantage of the 
additional learning models and cybercriminal behavior playbook that 
this version offers.  

› Greater value from Watson for Cyber Security over time. With the 
machine learning capabilities of QRadar Advisor with Watson, the 
more time the organization has the application deployed, the more 
learning loops will occur. This will equate to more informed AI and thus 
more benefit for the analysts using the application. 

Flexibility would also be quantified when evaluated as part of a specific 
project (described in more detail in Appendix A).  

QRadar Advisor with 

Watson enabled staff 

with non-security 

backgrounds to build 

threat investigation skills. 
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The table above shows the total of all 
costs across the areas listed below, as 
well as present values (PVs) 
discounted at 10%. Over three years, 
the interviewed organization expects 
risk-adjusted total costs to be a PV of 
$819,287. 

Analysis Of Costs 
QUANTIFIED COST DATA 

 

Fees Paid To IBM Security 

The organization incurred a software license fee for IBM QRadar Advisor 
with Watson on top of the fees for the core QRadar platform. For QRadar 
Advisor with Watson, the interviewed organization currently pays 
$240,000 for a three-year contract. 

For the financial model, Forrester assumes: 

› A license fee of $80,000 per year over a three-year period. 

Forrester did not risk adjust this cost, as it was provided directly by the 
interviewed organization and confirmed by IBM Security. 

 

Fees Paid For External Threat Intelligence 

Resources 

QRadar Advisor with Watson leverages machine learning capabilities to 
become more effective at helping analysts identify and prioritize threats 
over time. To provide Watson for Cyber Security with extra information to 
promote these positive learning loops, the organization subscribed to 
several additional external threat intelligence feeds due to enhance value 
it could extract from Advisor with Watson. Using the additional threat 
intelligence feeds did not impact analyst productivity since Advisor with 
Watson improved the ability for the organization’s analysts to review the 

Total Costs 

REF. COST INITIAL YEAR 1 YEAR 2 YEAR 3 TOTAL 
PRESENT 
VALUE 

Dtr Fees paid to IBM Security $0  $80,000  $80,000  $80,000  $240,000  $198,948  

Etr 
Fees paid for external 
threat intelligence 
resources 

$0  $110,000  $110,000  $110,000  $330,000  $273,554  

Ftr 
Resource cost for 
implementation and 
training 

$343,200  $2,750  $688  $688  $347,325  $346,785  

  Total costs (risk-adjusted) $343,200  $192,750  $190,688  $190,688  $917,325  $819,287  

Fees Paid To IBM Security: Calculation Table 

REF. METRIC CALC. INITIAL YEAR 1 YEAR 2 YEAR 3 

D1 
License fee paid for IBM QRadar 
Advisor with Watson 

Interview   $80,000  $80,000  $80,000  

Dt Fees paid to IBM Security     $80,000  $80,000  $80,000  

  Risk adjustment 0%        

Dtr 
Fees paid to IBM Security (risk-
adjusted) 

  $0  $80,000  $80,000  $80,000  

 

The interviewee noted that 
external threat intelligence 
feeds are more valuable 
now that QRadar Advisor 
with Watson is deployed. 
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feeds. The interviewee told Forrester: “Advisor with Watson allows us to 
do a quicker review of our investigation sites. That’s actually one of the 
areas where our analysts have improved their productivity.” 

For the financial model, Forrester assumes: 

› The organization subscribes to two net-new external threat intelligence 
data sources, totaling $100,000 in annual subscription fees.  

This cost will vary based on: 

› The number of external threat intelligence data sources an 
organization currently subscribes to. 

› The price paid for each subscription. 

To account for these risks, Forrester adjusted this cost upward by 10%, 
yielding a three-year risk-adjusted total PV of $273,554.  

 

Fees Paid For External Threat Intelligence Resources: Calculation Table 

REF. METRIC CALC. INITIAL YEAR 1 YEAR 2 YEAR 3 

E1 
Subscriptions to external threat 
investigation services 

    $100,000  $100,000  $100,000  

Et 
Fees paid for external threat 
intelligence resources 

  $0  $100,000  $100,000  $100,000  

  Risk adjustment ↑10%        

Etr 
Fees paid for external threat 
intelligence resources (risk-
adjusted) 

  $0  $110,000  $110,000  $110,000  
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Resource Cost For Implementation And Training 

The interviewee stressed the importance of a properly configured 
QRadar Advisor with Watson deployment to gain the most value out of 
the investment. The organization participated in a beta program with IBM 
Security for QRadar Advisor with Watson as part of its own 
implementation process. This involved dedicating personnel from the 
enterprise security team to the QRadar Advisor with Watson 
implementation process and conducting several user training sessions. 

› The entire implementation process took 12 months including the beta, 
though the interviewee noted that if the organization were not a part of 
the beta program, the process would have been much faster. The 
interviewee told Forrester: “The time to get Advisor with Watson up and 
running is very quick. You just install the program, and it’s ready to go.” 

› The organization’s QRadar Advisor with Watson deployment involved 
six FTEs, two of whom were nearly full-time, spending an estimated 
85% of their time on the implementation. Four others were only 
partially involved. 

› The interviewee dedicated 40 hours to a training program for the SOC 
and NOC analysts who would be using QRadar Advisor with Watson. 
He conducted five separate short training sessions in the first year. 

For the financial model, Forrester assumes: 

› Six FTE resources spend an average of 40% of their total working time 
on the implementation. 

› Five additional two-hour training sessions are held each year to train 
new analysts or refresh current analysts. 

This cost will vary based on: 

› The level of involvement and seniority of an organization’s security 
personnel to the QRadar Advisor with Watson implementation. 

To account for these risks, Forrester adjusted this cost upward by 10%, 
yielding a three-year risk-adjusted total PV of $346,785.  

 
Typical implementation 
 
The interviewed organization was part 
of a beta, which may have led to a 
longer implementation period. IBM 
Security provided the following figures 
that are typical for a QRadar Advisor 
with Watson implementation today. 
 

› 3 to 5 days (technical 
implementation) 

› 1 to 2 IT FTEs 

› Less than 30 days to train 
analysts to use QRadar 
Advisor 

IBM Security has noted that 
implementation time and required FTE 
resources may vary based on the 
maturity of the customer, the size of the 
customer, and capacity of the staff. 
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Resource Cost For Implementation And Training: Calculation Table 

REF. METRIC CALC. INITIAL YEAR 1 YEAR 2 YEAR 3 

F1 
Personnel involved in QRadar 
Advisor with Watson 
implementation 

  6 FTEs       

F2 
Relative percentage of time spent 
on implementation 

  
40% of 
work hours 

      

F3 Time spent on implementation  1 year       

F4 
Training session development for 
SOC staff 

   40 hours 10 hours 10 hours 

F5 Hourly rate for SOC manager $130,000/2,080   $62.50  $62.50  $62.50  

Ft 
Resource cost for implementation 
and training 

(F1*F2*F3* 
$130,000) 
+(F4*F5) 

$312,000  $2,500  $625  $625  

  Risk adjustment ↑10%        

Ftr 
Resource cost for implementation 
and training (risk-adjusted) 

  $343,200  $2,750  $688  $688  
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The financial results calculated in the 
Benefits and Costs sections can be 
used to determine the ROI, NPV, and 
payback period for the interviewed 
organization’s investment. Forrester 
assumes a yearly discount rate of 10% 
for this analysis.  

Financial Summary  
CONSOLIDATED THREE-YEAR RISK-ADJUSTED METRICS 

Cash Flow Chart (Risk-Adjusted) 
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Cash
flows
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These risk-adjusted ROI, 

NPV, and payback period 

values are determined by 

applying risk-adjustment 

factors to the unadjusted 

results in each Benefit and 

Cost section. 

Cash Flow Table (Risk-Adjusted)  

  INITIAL YEAR 1 YEAR 2 YEAR 3 TOTAL 
PRESENT 
VALUE  

Total costs ($343,200) ($192,750) ($190,688) ($190,688) ($917,325) ($819,287) 
 

Total benefits $0  $753,800  $1,039,611  $1,326,433  $3,119,844  $2,541,023  
 

Net benefits ($343,200) $561,050  $848,923  $1,135,745  $2,202,519  $1,721,736  
 

ROI           210% 
 

Payback period           8 months 
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IBM QRadar Advisor With 
Watson: Overview 
The following information is provided by IBM Security. Forrester has not 
validated any claims and does not endorse IBM Security or its offerings.  

 

About IBM QRadar Advisor with Watson 
 
IBM® QRadar® Advisor with Watson™ complements the IBM 
QRadar Intelligence platform by helping SOC analysts triage and 
investigate incidents faster and more consistently. QRadar 
Advisor with Watson automates routine SOC tasks, finds 
commonalities across investigations, and provides actionable 
feedback to SOC analysts. As a result, Advisor significantly 
reduces the time spent investigating incidents from days and 
weeks down to minutes or hours. 
 
Key Benefits 
 
Force Multiply Your Team’s Efforts 
Advisor lets your analysts identify and focus on the most 
important elements of the investigation while automating 
repetitive SOC tasks.  
 
Drive Consistent And Deeper Investigations 
Whether it’s 4:30 p.m. on a Friday or 10 a.m. on a Monday, 
Advisor augments human intelligence so that your analysts are 
driving consistent and thorough investigations each and every 
time. 
 
Reduce Dwell Times 
Reduce mean-time-to-detect (MTTD) and mean-time-to-respond 
(MTTR) with a quicker and more decisive escalation process. 
Determine root-cause analysis and drive next steps with 
confidence by mapping the attack to the MITRE ATT&CK model. 

Learn more  
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Appendix A: Total Economic Impact 
Total Economic Impact is a methodology developed by Forrester 
Research that enhances a company’s technology decision-making 
processes and assists vendors in communicating the value proposition 
of their products and services to clients. The TEI methodology helps 
companies demonstrate, justify, and realize the tangible value of IT 
initiatives to both senior management and other key business 
stakeholders.  

 

Total Economic Impact Approach 
 

Benefits represent the value delivered to the business by the 
product. The TEI methodology places equal weight on the 
measure of benefits and the measure of costs, allowing for a 
full examination of the effect of the technology on the entire 
organization.  

 

 

Costs consider all expenses necessary to deliver the 
proposed value, or benefits, of the product. The cost category 
within TEI captures incremental costs over the existing 
environment for ongoing costs associated with the solution.  

 

 

Flexibility represents the strategic value that can be 
obtained for some future additional investment building on 
top of the initial investment already made. Having the ability 
to capture that benefit has a PV that can be estimated.  

 

 

Risks measure the uncertainty of benefit and cost estimates 
given: 1) the likelihood that estimates will meet original 
projections and 2) the likelihood that estimates will be 
tracked over time. TEI risk factors are based on “triangular 
distribution.”  

 
 
The initial investment column contains costs incurred at “time 0” or at the 

beginning of Year 1 that are not discounted. All other cash flows are discounted 

using the discount rate at the end of the year. PV calculations are calculated for 

each total cost and benefit estimate. NPV calculations in the summary tables are 

the sum of the initial investment and the discounted cash flows in each year. 

Sums and present value calculations of the Total Benefits, Total Costs, and 

Cash Flow tables may not exactly add up, as some rounding may occur.  

 
 
 

 
 
Present 
value (PV) 
 

The present or current value of 
(discounted) cost and benefit 
estimates given at an interest rate 
(the discount rate). The PV of costs 
and benefits feed into the total NPV 
of cash flows.  

 
 
Net present 
value (NPV) 

 
The present or current value of 
(discounted) future net cash flows 
given an interest rate (the discount 
rate). A positive project NPV 
normally indicates that the 
investment should be made, unless 
other projects have higher NPVs.  
 

 
Return on  
investment (ROI) 

 
A project’s expected return in 
percentage terms. ROI is 
calculated by dividing net benefits 
(benefits less costs) by costs.  
 

 
Discount  
rate 

 
The interest rate used in cash flow 
analysis to take into account the 
time value of money. Organizations 
typically use discount rates 
between 8% and 16%.  
 

 
Payback 
period 

 
The breakeven point for an 
investment. This is the point in time 
at which net benefits (benefits 
minus costs) equal initial 
investment or cost. 
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Appendix B: Endnotes 
 

1 Source: Forrester Analytics Global Business Technographics Security Survey, 2018. 
2 Source: “Why EX, Why Now?” Forrester Research, Inc., November 28, 2018. 
3 Source: “2018 Cost of a Data Breach Study by Ponemon,” Ponemon Institute, 2018. 
https://www.ibm.com/security/data-breach 
4 Source: Forrester Analytics Global Business Technographics Infrastructure Survey, 2018. 

                                            
 


