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Agenda

Application Security and DevSecOps

CI/CD workflow
Continuos integration and continuos delivery/deployment

Security automation possibilities
SAST, DAST, Unit testing, Dependency Tracking, Secrets handling, …

Technical focus
We can cover governance in some of the next lectures



ENISA Threat Landscape 2020

https://www.enisa.europa.eu/news/enisa-news/enisa-threat-landscape-2020

https://www.diverto.hr/report2020.html

https://www.enisa.europa.eu/news/enisa-news/enisa-threat-landscape-2020
https://www.diverto.hr/report2020.html


Application Security Trends

• 20%_of companies and organisations reported DDoS attacks on 
their application services on a daily basis

• 63%_of respondents to CyberEdge survey are using a web 
application firewall (WAF)

• 52%_increase in the number of web application attacks in 2019 
compared with 2018

• 84%_of observed vulnerabilities in web applications were security
misconfigurations

• This was followed by cross-site scripting (53%)

• broken authentication(45%)

https://www.enisa.europa.eu/publications/web-application-attacks

https://www.enisa.europa.eu/publications/web-application-attacks


Application Security - Things to consider

• Governance
• Strategy and metrics

• Education and Guidance

• Policy and Compliance

• Construction
• Security Requirements

• Threat Assessment

• Secure Architecture

• Verification
• Design Review

• Security Testing

• Code Review

• Deployment
• Vulnerability Management

• Environment Hardening

• Operational Enablement



DevSecOps

• Development, Security and Operations

• Everyone is accountable for Security

• Ensure security is present
• every stage of software delivery lifecycle

• Benefits
• Rapid Release Cycles

• Automated security in stages

• Eliminates mistakes early

• Reduced vulnerabilities and downtimes

• Disadvantages
• no time for manual part? (unit tests, milestones, …)



CI/CD pipeline

• Onsite (*cloud)
• Jenkins

• Drone

• Gitlab CI

• Cloud
• Github Actions

• Azure Pipelines

• Travis-CI

• Circle CI

• …



Security as part of CI/CD

• Infrastructure
• Nmap, OpenVAS, OpenSCAP, … 

• Nessus, NeXpose, Qualys, …

• Anchore, Clair, Dagda, ...

• Nikto, w3af, Burp, ZAP, …

• Static Application Security Testing (SAST)

• Dynamic Application Security Testing (DAST)

• Interactive Application Security Testing (IAST)

• Limitations
• Testing takes time



DAST Limitations

• Authentication mechanisms
• MFA authentication as an example

• Dependency on crawler
• Javascript parsing / dynamic

• Execution of client side scripting

• Client side parts
• Flash, Silverlight, etc.

• Feeding routing from application

• Dependency on type of application
• Desktop crawler will be harder to implement

• …



SAST Limitations

• Most of the cheap ones are actually regexp/search engines

• There is no good open source one

• Data flow lost
• on runtime decisions

• 3rd party libraries

• …

• Large number of false positives
• Machine learning

• Analysis can take time
• 1 mil SLOC ~ 12 hours

• Incremental/Differential/etc scan



Zed Attack Proxy (ZAP)

https://github.com/marketplace/actions/owasp-zap-baseline-scan

• Baseline

• Full Scan

• …



GitHub integration - SAST



GitHub integration - SAST



GitHub integration



GitHub integration



Github – Dependabot notice



Github – Dependabot example



Snyk Example



Detection of secrets leakage

• DumpsterDiver
• analyze big volumes of data in search of hardcoded secrets like keys

• https://github.com/securing/DumpsterDiver

https://github.com/securing/DumpsterDiver


Security unit tests

• Same as normal unit tests

• Test security controls

• Example
• https://github.com/lavalamp-/security-unit-testing

• Good inputs
• Regression (security) tests

• FuzzDB
• https://github.com/fuzzdb-project/fuzzdb

• SecLists
• https://github.com/danielmiessler/SecLists

https://github.com/lavalamp-/security-unit-testing
https://github.com/fuzzdb-project/fuzzdb
https://github.com/danielmiessler/SecLists


git secrets --install

git secrets --register-aws

git secrets --scan-history

Prevention of secrets leakage

• Prevents you from committing passwords and other sensitive
information

• https://github.com/awslabs/git-secrets

• Simple usage for git hooks:



Reporting

• Existing bug tracker
• Jira

• Github Issues

• …

• Specialized solutions
• Bidirectional integration

• ThreadFix
• https://threadfix.it/

• OWASP DefectDojo
• https://www.defectdojo.org/

https://threadfix.it/
https://www.defectdojo.org/


Tools

On budget Mid Enterprise

Tools OWASP 

depedency 

checker

OWASP ZAP

Semgrep

DefenseCode SAST

Snyk Standard/Pro

Burp Enterprise

Thunderscan DAST/SAST

Checkmarx/Fortify/AppScan 

Source

Snyk Enterprise

Netsparker / Acunetix / …

Burp Enterprise



Important things to consider

• Governance

• Construction

• Verification

• Deployment

• Education

• Threat modelling



Summary

• Automated security testing

• Careful about choosing CI/CD tools for security
• Different maturity

• Reporting verbosity

• Enforcing rules

• Limitation

• Time limit

• Threat modelling

• Education



Interested in Application Security?

• OWASP
• https://www.owasp.org

• OWASP Croatia Meetup Group
• https://www.meetup.com/OWASP-Croatia-Meetup-Group

• OWASP Croatia Slack
• #chapter-croatia

• https://owasp.slack.com/archives/C0126FNBZ19

• OWASP Croatia Web
• https://owasp.org/www-chapter-croatia/

https://www.owasp.org/
https://www.meetup.com/OWASP-Croatia-Meetup-Group
https://owasp.slack.com/archives/C0126FNBZ19
https://owasp.org/www-chapter-croatia/


Thanks. Questions?


